Job Description

JD reference no. 102
No. of vacancy: 2

Designation Information Security Analyst
Department Enterprise Customer Service (ECS)
Sub-department Network/Host/App/Data/SIEM
Report to VP, ECS

Location Beijing

Experience Required 2-5 years

Job Purpose

Information Security Analysis - Depending upon your expertise in cyber
security skills set, you would be engaged with relevant sub-department

Tags# #infosec #securityanalyst #OSCP #VAPT#applicationsecurity #pentesting
#itsecurity
Job Role e Carry out application and/or network security assessment

and network devices
Coordinate patch management with IT team
Review IDS alerts

Conduct rules audit of firewall, router, DLP, SIEM tools, etc.
Write in-house tools, extenders and automated scripts

Skills Required

Technical Skill

e Manual and automated security testing of applications

e Understanding of application technologies and its components
e Knowledge of networking and its fundamentals, various endpoint

devices, OS and DB applications
e Hands-on experience in auditing firewall and other
gateway/endpoint devices rules

e Proficient in scripting language (Python, Shell script, Ruby, Perl,

etc.)
Soft Skill

Ability to multi task

Excellent client relationship skills

Excellent communication and report writing skills

Must be able to lead a team and carry out onsite projects
Excellent time management skills

Self learner
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Configuration/Hardening review of systems/servers, endpoints

Coordinate and follow up with client’s IT team on open findings




Education Qualification e Any specialization of B.Tech/B.E.
e BCA
e B.Sc- Computers
e M.Sc
e MCA
Age bracket 25-29 years
Working Conditions e Must be open to travel onsite
e Monday to Saturday — working
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