
Job Description 

JD reference no.__106_____ 
No. of vacancy___2____ 

Designation Information Security Compliance Auditor 
Department Enterprise Customer Service 
Report to Director 
Location Beijing (candidate should be open for onsite projects) 
Experience Required 2‐10 years 

Job Purpose Perform Information Security Audit based on ISO 27001, PCI DSS, SOX 
etc. Standards & Applicable Legal Compliances 

Tags# #ISMS #ISO27001 #LA ##LeadAuditor #LI #LeadImplentor #PCIDSS #SOX 
#Risk #Governance #Compliance 

Job Role ● Must understand ISO 27001:2013, PCI DSS, SOX
● Design policy framework based on ISO 27001:2013
● Conduct ISMS audit for clients
● Develop and maintain audit checklist and documents
● Create and update the hardening checklist
● Work closely with the VAPT team
● Perform risk evaluation and impact analysis
● Conduct training sessions for clients and the internal team

Skills Required ● Sound knowledge of IT Security and Infrastructure
● Proven ability to conduct ISMS audit independently
● Must be well versed with the network devices, servers and         

architectures used in the IT Infrastructure
● Should be a self learner and must keep updated with latest          

threats and vulnerabilities researched/discovered
● knowledge of business continuity framework and standards
● Basic knowledge of different compliance standards such as       

PCI DSS, HIPAA, etc. in addition to ISO 27001
● Excellent written and Verbal communication skill

Education Qualification ● BCA
● Btech
● B.Sc‐ Computers

Age bracket <35 
Working Conditions 5 days working with 1st Saturday for Performance Review 
Other / Special 
Requirements 

● ISO 27001 Lead Auditor/ Lead Implementer ​or
CISA/CISM/CISSP (Cobit) and/or QSA (PCI DSS v3.1)

● Excellent written and Verbal communication skill


