Job Description

Designation Sr. Analyst - Network Security

Department Enterprise Customer Service

Report to Director

Location Beijing (candidate should be open for onsite projects)
Experience Required 4-5 years

Job Purpose

Performing Network Devices Configuration Assessment

Tags# #RedHat #Cisco #Microsoft #Linux #Server #Routers #Switches
H#Firewalls
#risk #governance #compliance #networksecurity #networkva

Job Role e Configure and Assess Configuration of Routers, Switches and

Firewalls

e Configure and Assess Configuration of Linux and Windows
Servers

e Configure and Assess Configuration of AD, File Sharing, IIS
etc. roles in servers.

e Work closely with the VAPT team

e Report Observations and provide precise Recommendations &
Action Items

e Perform Risk Evaluation and Impact Analysis

e Conduct training sessions for clients and the internal team

Skills Required

e Sound knowledge of IT Security and Infrastructure

Must be well versed with the network devices, servers and

architectures used in the IT Infrastructure

MCP/MCSE/MCITP Certified

RHCE Certified

CCNA or/and CCNP Certified

Should be a self learner and must keep updated with latest

threats and vulnerabilities researched/discovered

e Should be familiar with the port scanning, service scanning,
enumeration and overall network vulnerability assessment

e knowledge of business continuity framework and standards

e Excellent written and Verbal communication skill

Education Qualification

Any specialization of B.Tech/B.E.
e BCA
e B.Sc - Computers
e Any postgraduate (not mandatory)

IAge bracket

26-32

\Working Conditions

5 days working with 1st Saturday for Performance Review




Other / Special
Requirements

Microsoft, RedHat and/or Cisco Certified.




